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@e Enable the automatic import of detection rules from Fidelis.

: (.T Process: T1027 - PowerShell passed Base64 encoded string and hidden command-line ... High

H (.""; File: T1201 - BloodHound Zip File Written High

Y Search v

O# Name : Severity
: (. Behavior: T1566.001 - Microsoft Word Loading WMI DLLs V High
D : (. Registry: T1547.005 - Security Support Provider Modified High
O: (. Process: Emotet PowerShell execution High
E] : (. Behavior: T1505.003 - Server Software Component - lIS Web Shell High
O: (. Registry: T1548.002 - Bypass UAC - High Integrity Process Registry Keys High
O: (. || Process: T1047 - WMIC remote process execution High
O: (. .| Process: T1021.007 - RDP Redirect Hijack Detected High
[:] : ("‘ Process: MITRE ATTACK - System Utility Invoked by Office Product High
O: @e Process: T1562.001 - Disable Syslog (Linux) High
O: @@ | Behavior: T1547.004 - Boot or Logon Autostart Execution: Winlogon Helper DLL High
O: (Q Behavior: PowerShell Invoked Web Request to Public IP Address High
O: (. i | File: Fake System File Created High
O: (64 Registry: T1137.002 - Office Special Key Modified High
O

U

O

H (. Registry: T1546.008 - Accessibility Features Hooked via Registry - Potential Backdoor High
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Conﬂguration |nte"igence Feeds 2021/10/0407:41UTC | administratory | & | o
Y Search B~ + Add Feed | + Add Fidelis Feeds | % =12 EE M | E/J .H_ ES
| D B anivialware /]
Users O Name ~ Total Indicators  Last Updated
Roles O: @e | Alowlist 0 2021/10/04 01:22:12 = L
| - O] 8 =M B E
00 Configiration O: @e BlockList 0 2021/07/14 06:55:44 . % /N
Script Libra
£ A O: (0 Fidelis Intelligence - Malicious Files 1577630 2021/10/04 05:57:10
Alert Responses
O: @e  FidelisInteligence - Suspicious Files 339192 2021/10/04 05:53:22 . % == U RL
O: @e | Fidelis Intelligence - Suspicious Netiwork 6944 2021/10/04 05:57:10 71N
R O @e  Ssandbox-malicious executables 0 2021/10/04 01:22:12

System Health

o DFEEREAIEABERTHT
1

Installer Downloads
Uninstall Password

Update

Detection Rules

Intelligence Feeds

intelligence Feed
Indicators

Scanning Indicator Library

Alert Subscriptions

Connectors

Showina 1to 6 of 6 items
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< C | A ~ZE= | bitps//10.1.0.17/Endpoint/#/GroupManagement

Alerts Tasks v

% | & ...
Endpoints Events Quarantine

Network
Configuration

2/6/18 03:30 UTC | administrator ~

Groups ® + Add Group: All
Y Search
Endpoints AntiVirus Process Scanning Event Monitoring
Group Status
~ All

Global AntiVirus Settings

1]

OCAGC_ALL (256)

@ @ Enable AntiVirus

]

Test_BitDenfender-OFF (2) TS Wi Enanie AT vITOS 1oT 3l COmMpUiers. Group Setmgs wilt overd

roweren v Bitdefender
NS aciaunil
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LAPTOP-10UNBUD9 = Process

Process Summary

-

i

Endpoint | APTOP-TOUNBUDS
08 Type 2@ Windows
Name msiexec.exe
Command-line
C:\Windows\System32\MsiExec.exe -Embedding
E2E845B6BO3CES3683760729E9BEEA33 E
Global\MSI0000

Start Time 2023/06/28 01:19:21.341

it
End Time 2023/06/28 01:19:22.262
User NT AUTHORITY\SYSTEM

2023/06/28 01:19:21.000 -

Time + Y Type

¥ o 2023/06/28 01:19:21.959  File Write
H 2023/06/28 01:19:21.958  File Create

H a 2023/06/28 01:19:21.947  File Write
: 2023/06/28 01:19:21.945  File Create

|

msiexec.exe

File Write | 1

Time 2023/06/28 01:19:21.959
Name QualityUpdateAssistant.dil

Proc Paift C:\Windows\System32\QualityUpdateAssistant.dll

g User NT AUTHORITY\SYSTEM

0

1]
Process Start

20s
v |28 June 01:19

30s 40s 50s Os

2022/07/18 09:34 UTC |

administrator v

w Detection Rule | s Reports |

% Tag | (@' Start Task

10s 20s 30s

28 June 01:20

2023/06/28 01:20:47.760 ~

Extension Path
QualityUpdateAssistant.dil dll C:\Windows\System32\...
QualityUpdateAssistant.dll dll C:\Windows\System32\...
sedplugins.dil dll C:\Windows\System32\s...
sedplugins.dll dll C:\Windows\System32\s...

4

Showing 8 items

v

IEJ File Target

Action msiexec.exe wrote to this file.

Behavior File Write
Name

QualityUpdateAssistant.dil

Path

dil &v

C:\Windows\System32\QualityUpdateAssistant.
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e #FAll BehaviorstWEE T - K5

Alerts Parent Process Tree All Behaviors Child Processes Remote Threads Executables/Libraries File Registry Threat Lookup 0 _
Fo ‘ Time ¢ Y Type Summary i
— - e S— e =
? i 2023/08/1409:56:51.569 I Load Executable/Library Name msadol 5.d| Path C:\Program Files\Common Files\System\ado\msado15.dll
® ‘ 2023/08/1409:56:51.563  <Thread Created by Other Other Process System  Thread ID 14180 Remote PID4  Module Functien
D & 2023/08/14 09:56:51.553 & Registry Create Hive HKEY_USERS\S-1-5-21-205879...  Name Key \Software\Microsoft\Windows\CurrentVersiom\WinTrust\Trust Providers\Softwz
D 2023/08/14 09:56:51.522 & Registry Create Hive HKEY_USERS\S-1-5-21-205879..  Name Key \Software\Microsoft\Windows Script Host\Settings
Lot ‘ 2023/08/14 09:56:51.522 & Registry Create Hive HKEY_LOCAL MACHINE  Name Kev \SOFTWARE\Microsoft\Windows Script Host\Settings
D & 2023/08/14 09:56:51.507 I ©Thread Created by Other Other Process svehostexe Thread ID 12028 Remote PID 836 Module Functien I

L Bt

€ 2023/08/1409:56:51.507
4

Process Start
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Name wseript.exe  User WWW\Administrator PID 13868 Signature Signed Command-line C:\Windows\System32\WScript.exe "C!'
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schiasks.exe
sehtasks.exe - - conhost.exe
schtasks.exe
schiasks.exe
schtasks.exe

schiasks.exe conhostexe

SeRAEeS BXe— O — svehost.exe—— O —

conhost.exe

- schtasks.exe - conhost.exe
schtasks.exe
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Installed Software

2023/11

h 2L

Google Chrome
Google Chrome
Google Chrome
Google Chrome
Chrome EREE
Gmail

Google EIF5EH
YouTube

Xt

BR

HE=

Google Earth Pro

HPSSupply

Lotus Notes 8.5.3 (Basic) zh_TW
Lotus Notes 8.5.3 zh_TW
7-Zip 22.01 (x64)

7-Zip 9.20 (x64 edition)

B EEEEEEEEEBLEE BN EBEE D) B

Intel® Graphics Command Center

64 Bit HP CIO Components Install...

Google LLC
Google LLC
Google LLC
Google LLC
Google\Chrome
Google\Chrome
Google\Chrome
Google\Chrome
Google\Chrome
Google\Chrome
Google\Chrome

Google

Hewiett Packard Develop...

HP Inc.
1BM

IBM

Igor Pavlov
Igor Pavlov

INTEL CORP

Y Search | v
Name Publisher Version
Microsoft .NET Framework 4.8 Microsoft Corporation 4.8.03761

109.0.5414.120

109.0.5414.168

118.0.5993.118

119.0.6045.160

1.0

1.0

1.0

1.0

1.0

1.0

1.0

7.3.6.9345

2.1.1.0000

2221

8.53.11287

8.53.11286

22.01

9.20.00.0

1.100.5237.0

Highest CVE Score

8.8 - High
8.8 - High

8.8 - High

‘ CVE Count
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Endpoint Name
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= @J WEIn®E LFiAEZ
HUES

AL
<

=AY

¥ AT imEEAHBCVE

VRG]
PIBEBEDERENEE
PEEAR R In a2l =

OEEES
mn AV IR ERAS

(i

HZFuninstalllm

N
(@]



o] HiElm=aiR={F

Pl A
Endpoints 2021/10/0407:26 UTC | administrator v e ;-\ % nulj—:l /_\E J: “‘? Hj( At l?jl: E—l'
Y Search R 4 Information Alerts Installed Software Task History USB Behaviors Live J/ /{ /\t j: ﬁ E j: ]:l:lﬁ:'l
—_— I /|\\ 7=
A Endpoint % » D\ » FTP Archive Password: infectec 1/-E1 |:| K R
w
® ChrisNB a § ‘ E Gl . Search Current Directory.. Upload File...
= ;\$RECYCLE.BIN O Name Size Owner _ Permissions . E—l- ;E —-I' E/J j: 1/E ﬁ
SP— Eg" F 0320190V (@] : : ArmorX BUILTIN\Admfn!strators drwxrwxrwx
2 -EFTP 0 i Backup BUILTIN\Admfn!strators drwxrwxrwx AL E E .
LAPTOP-10UNBUD9 8 E A AmorX 0O : B CentOS for sftp BUILTIN\Administrators drwxrwxrwx . $EE| == J: 1?_!' / —F %JZ
APTOPMEAIGEK i ) OBackup (@] W@ Fidelis Endpoint BUILTIN\Administrators drwxrwxrwx
y 8 0 T T — O i B8 Fidelis Network BUILTIN\Administrators drwxrwxrwx Ny ﬁ% |_] ﬁ
LAPTOP-TQCIOMTP B é’ 51O Fidels Endipoint @] B FJUArmorXMeeting BUILTIN\Admfn!strators drwxrwxrwx %E zq / = —F / E 5 J:
) —" 0 ¢ WFudo BUILTIN\Admfn!strators drwxrwxrwx
mac10715demac.local B I?i.l gl i 0O & Blynx BUILTIN\Administrators drwxrwxrwx 7
nick 5 (S DFUd’: ierMestiig @] B Office 2010 BUILTIN\Administrators drwxrwxrwx H:Hu B‘/% / $§7 E}J
0O & |WeOthers FTP215\Admin drwxrwxrwx
PHP a Oy 0 : mow BUILTIN\Administrators drwxrwxrwx
) HDOoffice 2010 0O i |BReaQta BUILTIN\Administrators drwxrwxrwx s Ej E T% Fa:ﬁ FQ tﬁi %\ 5”
u 8 D Others O i B ReaQtacloudtemp FTP215\Admin drwxrwxrwx H
www 2 -EHoowl @] B RHEL7.91SO BUILTIN\Administrators drwxrwxrwx . .
~[H CIRealta O & B8 TrendMicroXDR BUILTIN\Administrators drwxrwxrwx (WI n d OWS C O m m a n d I_I n e)
[ [IReaQta cloud temp 0O : |B®ubuntu-18.04.11S0 BUILTIN\Administrators drwxrwxrwx
-[F JRHEL7.91S0 @] B Windows ISO BUILTIN\Administrators drwxrwxrwx
[ TrendMicroXDR 0O :  [EEventlog.Txt 3.41KB BUILTIN\Administrators TWTW-TW-
[ O ubuntu-18.04.1 1SO O ¢ [ Fidelis Endpoint Services - Ubunt... 9.09KB FTP215\Admin TW-TW-TW-
Shnwinn 1 tn 11 nf 11 items I EWindows 150 25 itemf(<)
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Time: June 18, 2023 09:42:39

Behaviors
USB Y Search
Process
File
4 Malware
Regist
{ e 17 06:07:58.710
Network
g System 07 06:20:17.261
§ UsB /07 06:13:53.201
g DNS 07 06:13:44.525
Remote Thread
g 07 06:11:41.718
Process Access
{ Named Pipe 07 06:11:33.300
f Service 07 06:10:07.310
] : 2023/06/27 01:27:54.228
] : 2023/06/27 01:25:08.007

LU [
o ImETTAE

EFNGES 1ﬁF
» OJEMFIFTEnM CEERNSEH

v

Endpoint

LAPTOP-10UNBUDS
LAPTOP-1CUNBUDS
LAPTOP-10UNBUD9
LAPTOP-1OUNBUDS
LAPTOP-10UNBUDS
LAPTOP-10UNBUDS
LAPTOP-TOUNBUD9
LAPTOP-10UNBUDS

LAPTOP-10UNBUD9

 BFEE -

Drive Letter

f =

July 18,2023 09:42:39

Serial

4CEDFB74A543F4B0B96B0137

80ABEESE

80ABEESE

80ABEESE

80ABEESE

FBN1701101100024

FBN1701101100024

F6CC3C74

F6CC3C74

= B RN (2 e Bk fUBR ~
USBiE X - DNSEZE T ERIELRA]

2023/07/18 09:42 UTC

Model

Kingston DataTraveler 3.0

Generic Mass Storage
Generic Mass Storage
Generic

Generic

USB3.0 Flash Disk
USB3.0 Flash Disk
Generic Mass Storage

Generic Mass Storage

Media

USB

USB

USB

USB

USB

USB

USB

USB

USB

/I_;\ /u\ —#E _b

administratorv |

v | QQuer

Type

USB Attach Device
USB Remove Device
USB Attach Device
USB Remove Device
USB Attach Device
USB Remove Device
USB Attach Device
USB Remove Device

USB Attach Device

HIERE .
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B @ 3860606086080 3 &

SRS RERIE

o EuEEEDetection Rule - AAIEAA

Last30 Days v Time: July 12,2023 09:24:42 - August 11,2023 09:24:42 |

er PID Name
"AUTHORITY\NETWO.. 960 WmiPrvSE.exe
[ AUTHORITY\SYSTEM 4996 GoogleUpdate.exe
[AUTHORITY\SYSTEM 4464 taskeng.exe
[AUTHORITY\SYSTEM 316 MicrosoftEdgeUpdate.exe
@ Behavior Details
@, Parent Details
4 B Create Detection Rule
| ¥ Add Hash to Block List
@ Exclude Process from Behavior Collection
(4" Start Task From Behavior

PPID

592

4464

792

1660

592

856

1748

880

592

592

856

Parent Name

svchost.exe
taskeng.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe

svchost.exe

SUHEEEEE
s ERNBEE  AHETRIT
s EENESBE - FRAFEHFBLH

» REBERE  ERERENRTKIEEET
*f*\ €L 1F
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Malware IP Connection Happened and Response

Sources Fidelis Network, Intelligence Feeds, Process Memory Scan ~
Severity Greater than or equal to v High .
Alert Contains Text Malicious|
Script Package Logins Failed

N TZETJ%%%E’\J%@L‘U&)EH%E@Y?—%Q
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m ERTHER
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e
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o] EWindows Linux MacEAREBOS¥ES
05 [Veon oo nfommaton |

Windows Windows Server 2016. 2019 Supports 64-bit
Windows 10 Supports Behavior
Windows 11 Monitoring

Supports Antivirus

Linux Kernel 3 + Supports 64-bit
CentOS 6, 7 Supports Behavior
Red Hat Enterprise Linux 6, 7, 8 Monitoring
Ubuntu 14.04, 16.04,18.04, 20.04, 22.04 Supports Antivirus
SUSE Linux Enterprise Desktop 15 (scheduled scan only)
Amazon Linux 2017.03 and 2017.09, 2018.03, 2

MacOS macOS X 10.15 Catalina Supports Antivirus
macOS 11 Big Sur (scheduled scan only)

macOS 12 Monterey
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NetworkEEndpointt#i A

o IBNR AR

o BEIEURERR
o BEEER K EME

=]

SHhmalER

A —

] $T = rﬁﬁ/\?

e E—BETE

Endpoint Activity

O Not Yet Detected
Q Not Detected
o Detected

@ Blocked

% -
No Agent




DeceptionEEndpoint/NetworkB4E#Ff

a Deceptionzf i 2 EFIRIE
o Network AR A8 EZ 215
o Umra/fe) B as Y AR
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o UEEEIEER
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